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COURSE LEARNING OUTCOMES:  
      
Upon successful completion of this course, students will be able to: 
1. Use a network monitoring tool to identify normal and abnormal network traffic. 
2. Compare network intrusion detection systems with network intrusion prevention systems. 
3. Perform analysis of real malware, including static and dynamic analysis. 
4. Describe INFOSEC principles, various types of incidents, investigative steps, and possible outcomes. 
5. Perform an incident response on a live system, including gathering and analyzing evidence from 
event logs. 
 
COURSE MATERIALS:  
1. S. Davidoff & J. Ham, Network Forensics:  Tracking Hackers through Cyberspace, Prentice Hall, 
2014. 
2. OER. Cichonski, P., Millar, T., Grance, T. and Scarfone, K. Computer Security Incident Response 
Guide: Recommendations of the National Institute of Standards and Technology. NIST Special 
Publication 800-61 Revision 2, August 2012. 
COURSE REQUIREMENTS: 
 
 The successful completion of semester exams and final exam.  
 The completion of all written assignments and projects.  
 The completion of all assigned readings and homework. 
 Attendance and class participation. Students are required to attend classes.  
 
An essential element of this course includes information literacy. “Information Literacy” is the evaluation and 
assessment of integrated information. Students will be able to locate, discern, and effectively use information to 
solve issues and/or problems. 
COURSE NUMBER & NAME: CST 240 - Network Forensics & Incident Response 
 
LECTURE/LAB HOURS: 4 lecture hours per week 
 
CREDITS: 4 credit hours 
 
PREREQUISITES: CST 176  
 
COURSE DESCRIPTION: This course covers the requisite knowledge and hands-on practice 
with network forensics in response to data breaches, incidents, and intrusions.Topics include 
the Internet of Things (IoT), network traffic tools, data packet flow, and event log analyses. 
Students will learn to identify, categorize, and respond to network and host incidents in a 
forensically secure manner. 
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EVALUATION METHODS:  
Student performance will be evaluated using the following categories, and the final grade will be calculated 
using the following percentages: 
 
 Attendance and Class Participation    10%  
 Written Assignments      20% 
 Forensics Projects      30% 
 Semester Exams      20% 
 Final Exam        20% 
 
CLASS SCHEDULE:  
 
Week Unit/Content Learning Activities 
ONE Foundations of network security, real world 
cases, concepts in digital evidence, 
challenges related to network evidence, and 
network forensic investigative 
methodology.   
Readings:  Chapter 1 in 
Davidoff text. 
Written assignment. 
 
TWO Sources of network-based evidence, 
principles of internetworking, and internet 
protocol suite. 
Readings:  Chapter 2 in 
Davidoff text. 
Written assignment. 
THREE Network physical interception, network 
traffic interception software, and inspection 
without access. 
Readings:  Chapter 3 in 
Davidoff text. 
Written assignment. 
Forensics Project 1. 
FOUR Protocol analysis, packet analysis, flow 
analysis and higher-level traffic analysis 
Readings:  Chapter 4 in 
Davidoff text. 
Written assignment. 
FIVE Statistical flow analysis and case studies. 
Semester Exam I 
Readings:  Chapter 5 in 
Davidoff text. 
Written assignment. 
SIX Common wireless network attacks, the 
802.11 protocol suite, wireless traffic 
capture and analysis, and locating wireless 
devices. 
Readings: Chapter 6 in 
Davidoff text. 
Written assignment.  
Forensics Project 2. 
SEVEN Network Intrusion Detection Systems 
(NIDS) and Network Intrusion Prevention 
Systems (NIPS), modes of detection, and 
evidence acquisition 
Readings: Chapter 7 in 
Davidoff text. 
Written assignment. 
EIGHT Network event log analysis, source of logs, 
network log architecture, and collecting and 
analyzing evidence. 
Readings: Chapter 8 in 
Davidoff text. 
Written assignment. 
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NINE Network switches, routers, firewalls, 
interfaces and related network logging. 
Readings:  Chapter 9 in 
Davidoff text. 
Written assignment.  
Forensics Project 3. 
TEN Case studies in network forensics. 
Semester Exam II 
Davidoff text. 
Written assignment. 
ELEVEN Network tunneling, internet protocol 
security (IPsec), transport layer security 
(TLS), and secure socket layer (SSL).  
Readings:  Chapter 11 in 
Davidoff text. 
Written assignment. 
TWELVE Botnets, network behavior of malware, 
propagation of malware, and malware 
forensics. 
Readings:  Chapter 12 in 
Davidoff text. 
Written assignment. 
Forensics Project 4. 
THIRTEEN Introduction to incident response, example 
incidents, INFOSEC principles, IR 
capability, and outcomes. 
Readings:  Selected sections in 
NIST document. 
Written assignment. 
 
FOURTEEN The attack process, incident response tools 
and techniques, incident response process 
and planning, and the six steps of an 
incident response. 
Readings:  Selected sections in 
NIST document. 
Written assignment. 
FIFTEEN Final Exam  
 
SUGGESTED TEACHING METHODOLOGIES: (e.g. group presentations, research paper, lecture) 
 
Lecture, class discussion, forensics projects, video resources, and network forensic and incident response 
websites. 
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MAPPING COURSE LEARNING OUTCOMES 
to LEARNING ACTIVITIES and EVALUATION METHODS 
 
  
Course Learning Outcomes 
(CLOs) 
 
 
Learning Activities 
 
Evaluation Methods 
 
Use a network monitoring tool to 
identify normal and abnormal 
network traffic. 
 
Lectures, class discussions, video 
clips and forensics assignments on 
the materials in chapter 3 of the 
Davidoff text. 
Semester exams, final exams, 
graded assignments, and 
forensics reports. 
Compare network intrusion 
detection systems with network 
intrusion prevention systems. 
Lectures, class discussions, video 
clips and forensics assignments on 
the material in chapter 7 of the 
Davidoff text. 
Semester exams, final exams, 
graded assignments, and 
forensics reports. 
Perform analysis of real 
malware, including static and 
dynamic analysis. 
Lectures, class discussions, video 
clips and forensics assignments on 
the material in chapter 12 of the 
Davidoff text. 
Semester exams, final exams, 
graded assignments, and 
forensics reports. 
Identify INFOSEC principles, 
various types of incidents, 
investigative steps, and possible 
outcomes. 
Lectures, class discussions, video 
clips and forensics assignments on 
the material in the NIST Computer 
Security Incident Handling Guide. 
Semester exams, final exams, 
graded assignments, and 
forensics reports. 
Perform an incident response on 
a live system, including 
gathering and analyzing 
evidence from log files. 
Lectures, class discussions, video 
clips and forensics assignments on 
the material in the NIST Computer 
Security Incident Handling Guide. 
Semester exams, final exams, 
graded assignments, and 
forensics reports. 
 
